i

. ;Intern-ational to-process their credit transactions. Ms. Carasco said stores and

' in.temet merchants use Cardservice International to accept c_redit transactions

" from buyers of merchandise or services. She stated that Cardservice Intemational |

, accepts money on behalf of merchan_ts who have opened an account with them,

| rout_es‘ tne money through Cardservice International’s own bank account, and then

 transfers the money tovthe‘mercvhant_’s acCOunt.. | According toAEI’Iv"s account

, application, Dixie and Steven Randock are the signers for the Cardservice
Intemational AEIT account'. The Randocks directed Cardservice International to
send any receipts it :rece:i_,\'}ies on AEIT’s behalf to an:accoun't held in the narne of
AEIT (account # 601 18759) at the Bank of Fairfield. SA Benscoter advised that
‘he compared several months of Cardservice Intematlonal monthly statements for
the AEIT Cardserv1ce Internatlonal account (# 267123402880) with dep031ts
made to AEIT’s Bank of Falrﬁeld account (account # 601 18759) and confumed
that the transfers from the Cardserv1ce International account were made, as |
indicatetl.' The“transfers from Cardservice Intematiena-l—appeared on AEIT’s

- Bank of Fairfield lac,count monthly statements under the name f‘merchant Bnkcd
BC deposit 267123402880.” Tn addition, Cardservice International provided

correspondence to investigators that was sent from AEIT when “charge backs”
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(dlsputedx:harges) were. méde ,,,,AEIT_prowded documentatlon to Cardserv1ce
International that the charges were accurate. SA Benscoter has rev1ewed the
documentation which includes invoices.andvcopies of e-mails regarding the sale
, of diplomas‘ énd diploma charges. Such words as “BA/Master Combo,”. |
_ ‘;Master/Business Management Accounting,” etc., appear on the invoices and e-
mails. SA Benscoter advised that it is his belief that all deposits to the

. Cardservice International account are from the sale of “diplomas” and “diploma”

products (transcnpts etc.).

_$1 6 mllllon Deposnted into AEIT’s Account #60118759 at Bank of Falrfield

‘ .145. SA Benscoter advised that during the period 1/1/01 through 12/3 1/04, over
$1.6 million were deposited to AEIT’s account (# 601 18759) at the Bank of
‘Fairfield. SA Benscoter further advised that apbroximately half of the dcpoéits
~ }appear tovcorn'e from income from the sale of fraudulent “diplomas” and |
“diploma” products and the other half of thé deposits are tran'sfefs from anbther
- rRandeek-eentrel—led account,-held -i-n-}»the name of “A+ Institute.”

Analys1s of Additional Offshore and Domestlc Accounts Bemg Used By the
Randocks ‘

146. SA Benscoter’s financial investigation revealed that other bank accounts
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_controlled b); the Randocks include account # 3286282052 at ,Wells Fargo Bank
' in the name of “AEIT” located in Las Vegas, Nevada, and two offshore acconnts,_
# CK-100941 and #SV-200084, at Banc Caribe, located in Roseau, Dominiba, in

“the name of “Saint Regise University (AEIT Peer Degree Program) Graduate

~ School.”

147. SA Benscoter ad‘v"i‘sed that he reviewed recordsv obtained frorn Banc Caribe

- located in Roseau, Don;rnica regarding two accounts held in the .nan‘le of “Saint
Regise University.” D;onn:‘nica is located in the Caribbean, southeast of the
Dominican Republic. r’,fhemrecords reveal that Dixie and Steven Randock have
sole signature authorlty ’r“or two offshore accounts held in the name of “Salnt

‘ Reglse Unrver81ty (AEIT Peer Degree Program) Graduate School” at Banc
Caribe. In addition, both lere and Steven K. Randock used their-U. S passports '
as identification to open the Banc Caribe accounts because copies of each

: indiyidual’s passport was ,contained in the bank records. | According to tne bank
statements, over $250,000 was depos-ited»~to-~t—heseaeeounts;durin_g 2002. | SA
Benscoter stated that it is his understanding, after speaking with an IRS agent
stationed in the Carribean and FBI agents [amiliar witlr Banc Car_ibc, that .the.

bank has been closed by the Governmerit of Dominioa because it was suspected
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of laandcfing‘ money, and chr $_250,000 currently'ili the Randock’s. accounts has
- Abcen frozen. Accordihg to fhe bank statements,vneaﬂy all the money‘-sent to the
g Randocks’ Banc Caribe accounts came from Worldpay, a “gateway” company
: that t:ran.sfers money from.‘ internet buy_ers and sellers. In addition,v Ba‘n_c C.aribe
.r'ec'crds indicate that on Sepfember 24, ,2002’ a $50,000vwire tranéfe’rﬁom _
* Randock ac‘count CK100941 was Ihade to an aaothcr voffshcre account
" (104000602405) held m the name of Steven and Dixie Ran'dock‘at Loyal Bank |
lno'cated‘ in St. Vincent, West Indies. |
Analysis of AEIT’s Worldpay Account
| 148. Oﬂ 4/20/05, SA David Benscoter reviewed recorda obtained from

Worldpay (21355 Ridgetop Circle, Suite 250, Dulles, Virginia, 20166) account

10604197 in the name “AEIT” for the time period April, 2002 through February
| 2005 . W orldpay is a gateway company that accepts intemefcrédit card payments

_from the buyefs of a product or service and sends them to the sellers of a product

or service. The signature card indicatés Steve and Dixie Randock are the signers
for the AEIT Worldpay account. According to Worldpay records, Worldpay
transferred monies from the AEIT account at Worldpay to account number CK-

100941 at Banc Caribe from 2002 until eaﬂy 2003. As stated prcviously, |
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doeurnents obtained from Banc Caribe reveal that Steve and Dixie Raridock have

| signature aurhority over account number CK—100941. It is also known, fronr

| Banc Caribe bank statements, that Worldpay deposits appear in the Banc Caribe |
account ‘be‘girrning July 23, 2002. The last Worldpay deposit to the Randock’s
Banc Caribe accdunt occurred on J a'nuary 31, 2003. Worldpay,records indicate
that over $250,000 was. recelved and sent to the Randock’ s Banc Carlbe account
in 2002 In August 2003 the Randock’s changed the1r Worldpay rece1v1ng bank
from Banc Caribe to Wells Fargo Bank account #3286282052 located in Las -
Vegas, Nevada

149. SA Benscoter adr/rsed that from his financial investigation he beheves that
‘deposns to the AEIT Worldpay account are from the sale of fraudulent
 “diplomas” and “dlploma prodﬁéts from “St. Regis University” and other s1m11ar '
Randock-controlled internet “schools” which sell fraudulent degrees. A rev1eW |
“of the record's_ reveals that many of the sales are to individuals loeated outside the
U'ﬂ“lted States: “‘S'AY'Bens“coter "advi‘s'ed‘that~he—be—l»'ievestheseesales' c‘onstitdte
paymerlt to the Randocks for the sale ef frauddlent “degrees.” I't;is known from
}the review of other financial account _1'eeords that many “degree”.purchasers have

- addresses outside the United States. Second, 'although' none of me individrlals
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making purchases threugh Worldpay-have been contaeted; some of the names of
.pl’1rchasers were foun'd.on the intemet. One sucli inciiVidual was Anne Cronvich.
: Wh‘en her name was run thrdugh’ an internet'search, aresume \ivas fo_und at
: wWw.privatelessons.com'; Cronvicli lisrs on her resume that she lias an “MFA :
- Musical Theater, St. Regis University- Life/Work EXperience Degree.” She also
| - .lists"‘D.M.A. Vocal Pedagogy, St. Regis University- Life/Work Experience }
- Degree.” Worldpay records indicate Anne Cronvich.paid$2,,996 to “AEIT”
.t'hrough Worldpay. Another name researched through.the internet was Harris .
Crumpton. According to .Worldpay records, Harris Crumpton paid “AEIT” |
B $1,220. On‘ 5-13-05, SA David Benscoter spoke with Tom Justus. Justus is ihe'
Su;ierintendent for the school district in Virginia that employs Harris Crum’pton. |

Justus stared that during the summer of 2004, Crurnpton“was ‘hired tobe a |

- principal at one of the pubiic sch(.)ols. Justus eversees. Mr. Justus stated that the

‘4 Commonwealth of Virginia has not recognized the certificate that Crumpton
provided when he became principal. Mr. Justus-said-this-“degree” was issued to

| Crumpton by “St. Regis University.” J ustus said the degree Crumpton submitted
vw.as apparently recognized by Liberia. SA Benscoter stated that based on the

above evidence he believes the Worldpay aceount is being used substantially to
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| 'v-tréns‘fer hloneyfffom.“degrée” purcﬁasers to the Randocks. -
| Analysis of kAEIT’s Wells Fargo Account |

150. SA Ben‘s:coter advised that he has reviewed records for a Wells Fargo
account (#328-6282052) held in the name of “AEIT, Inc.” The account is located
in Lag \}egas, Nevada.‘. The account is being used by Steve ahd Dixie Randock as
:a rePOsitory for procee‘d"s? ‘collected frofn the séle of fraudulenf “degrc‘es” and
, “dlploma products. Siénature authority for th1s account is held by D1x1e and
Steven K. Randock. SA Bcnscoter advised that over $330,000 was dep031ted 1nto
this account during, the penod September 23, 2003 to March 3, 2005 The records

reveal that nearly all_thc momes deposited into this Las Vegas account came from

the AEIT Worldpay xac’co'unt.

Analysis of Paypal Records Re ardin D1x1e Randocks’s-Account———~

151. SA Benscoter rev1ewed records for Paypal account 1714368473394202564
: held‘ln the name of Dixie Randock (uslng the e-mail address of. |
“péymcnts @saintireg' iscdu~:org—).~Paypa1~is—a—company—t—hat~tran-sfcrs money over
- the internet, usuaily from boyers of producfs or services to the sellers. SA
Beﬁscoter stated that, according to the “Account Homc” file supplied by PayPal,

- over $187,000 has been deposited into this account since inccptiOn. The
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- »between December 12, 2001 to January 2, 2005. SA Benscoter noted that the
: bank account assocmted with this PayPal account is “AEIT” at Bank of Fairfield,
account #601 18759. Slgnature authorlty for the PayPal account is D1x1e
~ Randock. SA Benscoter stated that he reviewed the “Subject” _column in the
. tranSaction log for this account. This column indicated numerous payments to
g Dinie Randock Were for the purchase of “diplomas” }and ether academic
Credentials. For example, on Decernber 29, 2004, a payment was reCeived with
the notation “AA degree”; on January 1, 2005," a paYment was received with the |
- notation “MBA 3.5”; andonJ anuary 2, 2005. a payment was received with the
notation “High School diploma 3;8.”- SA Benscoter stated that in reviewing the
withdrawals fron'l' this account regularly he‘realiied that-BiXit:-Randock did .not
' vhave the money from this account transferrect to AEIT’s Bank of Fairfield .
“account. Instead, withdrawals from Dixie Randock’s'PayPal account were _‘
*a"ﬁpar“eﬁtly“l“inked to a-debit card: This debit-card-was-used-in-three-ways: (1)
payment fer goods‘ and services such as hotel rooms (i.e. Davenport Holtel in

| Spokane, WA) or shoe purchases (i.e. www.shoes.com ); (2) taken as cash from

ATM machines, or (3) used to pay bills (Geogle adwords, Crystal Graphics, Inc,
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et_C.); e |
| Snspected Money Laundering Transactions -
152. Subpoenaed bank records show that on May 24, 2004, check #1161 made "
payable 'to. DiXie Randock in the amon'nt of $20,250 for “conntlission” was
“ f_ debited from AEIT’S Bank of Fairfield account. The back of the check indicates
it was cashed or dep051ted at UsS Bank It is known that Dixie and Steven K.
, Randock have account # 1 -535-0234-5942 at US Bank. A depos1t of $20 250
was made to thls account on May 21 2004. On August 10, 2004 a check for:
$18,000 from “Canyon College” of Idaho was depos1ted into the AEIT account.

) Accordmg to the memo lme on the face of the check, it was for ¢ ‘renewal of

‘ NBOE accredltatlon

1537 Regarding the Randocks *“Banc Caribe account; the Randocks- conducted
financial transactions, 1n their checking and savings accounts, in amounts over

"TE‘I“O;OOO‘On‘“four occasions; aé follows:' B

-on 7/23/02 there 'wasan"incomin'g—wire of ,$~52—,000vfrem—Wor-ld_pa-y-;w
- on 8/2/02 there was a transfer of $50,000 from che’cking to savings account;
- on 1/2/03 there was a transfer of $100,000 from checking to savings account;

-In addition, it is known that the aforementioned $50,000 was sent to the
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. Réndocks from their Banc Caribe account, via “outgoing wire” on 9;24-02.
- Accofding to Banc Caribe réc‘ords, this $50,000 was wire transferred to account #
| 104000602405 held in the name of Steven and Dixie Randock at Loyal Bank in
Sf. V.incent,»V.Vest Indies. | B
~ 154. Not all records regarding the Randocks” Wélls Férgo accoﬁnt hav¢ been
, vre}ceived as of this (iay. | Hb_wever,}the bank statements which have been reviewed o
| - reveal there weré at qlez.ist nine transactions, over $10.,OOO, involving the
Randqcks’ Wells Fargo accou_ﬁt. The following are the known monétary S
trahSacﬁons by the Randocks Which are over $10,000: |
- Wire transfer deposit of $194,638.88 on 1 1/13/03 from Worldpay Inc.
- wire transfer deposit of $12,495.92 on 11/28/03 from Worldpay Inc.
- check #1003 withdrawal of $32,300-0m 3/22/04 writters to Wells Fargo
- pu—rehaseaf—$30—,-000 Cashiers-Check-# 0699904031 on 3/22/04 and

———— made payable to-Adept Escrow-
- wire transfer withdrawal of $15,000 on 5/4/04 to Wachovia Bank
NA BNF = “Academic Credential Assessment Corp”

- purchase of Cashiers Check # 0699904031 on 7/12/04 for $30,000
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payable to Internal Revenue Service
. wire transfer withdrawal of $31,119.56 on 7113104
- - check #1009 withdrawal of $30, OOO on 7/13/04 payable to Wells
Fargo Bank | |
- wire transfer withdrawal of $20,000 on 10/4/04 to “Un.icn' Bank of .
| California BNF = Abdul Kalaam Azad :
| - check #1018 w1thdrawal of $60, OOO on 11/ 10/04 PAYABLE TO
Wells Fargo Bank -

- purchase of Cashlers Check # 0171502756 on 11/10/04 for $60,000

payable to Intemal Revenue Service

. wire transfer w1thdrawa1 of $17,500 on 11/ 16/04 to Ecobank

155. The financial investigation reveals that the Bank of Fairfield AEIT acconnt,
BanC‘Caribe“‘Saint RegiSe” checking and savrngs accounts, and Wells Fargc
AEIT, Inc. account w_ere ut‘ilized*t(rdirectlyreceive'pro-cee'ds'from the intemet
sale of fraudulent degrees and other acaderrlic credentials, (thus'money |
representing the proceeds ofa speciﬁed unlawful activity, i.e.,'_wir_e frand acts).

Therefore, Your Affiant helieves there is probable cause to beli_eve that these
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1957 (Money Laundering).

- Details of Crlmmal Tax Investlgatlon

| 156 SA Benscoter stated that he has rev1ewed checks from the Steve and Dixie
- Randock’s AEIT account at Bank of Fairfield in 2001 and 2002. SA Benscoter
' determined that over $33,000 in checks had bee_n written to Heidi Lcrhan frorn
' that account in 2001 and 2002. SA Benscoter further advised that she received |
3 cver $4,900 in 2001 and $28,000 in 2002. Some of the checks had notations on
them such as “comm” and “15%..” Based on his experience, ‘SA Benscoter
| helieves that “comm” is a shorthand way of designating that the purpose of the

checks was for the payment of “comrnission_” to Heidi Lorhan and that “15%”

1ndlcates her percentage of “commission.”

- 157. SA Benscoter conducted trash p1ckups at Heidi Lorhan’s residence located

at 14308 East 22nd, V eradale,‘Washlngton (now known as Spokane Valley,
Washfng_tcﬁ)f‘ On February 24, 2005, and March 17, 2005, SA Benscoter found
venvelopes from “AEIT, 601 East Seltice 'Way, B-8, Po}st' Falls, Idaho, 83854"
which were addressed to “Heidi Lorhan, 14308 East 22nd, Veradale, WA.

1 99037.” On March 17, 2005, SA Benscoter also discovered in the trash an
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invoice that appeaTS"fo 'repre‘sent commissioné paid to Heidi Lorhan. | SA

Benscdter believes that the envelope from AEIT confained the invoiee.
| Randock’s Loyal Bank Account |

158. SA Benscoter noted that Steve and D1x1e Randock wire transferred
$50 OOO in income from the1r Banc Caribe account to Loyal Bank in St ‘Vincent,

* West Indies, on September 24, 2002 SA Benscoter rev1ewed the Loyal Bank

~ website and learned that one of the advertised benefits in havmg an account with
Loyal Bank is the account—holder s ability to use an offshore debit card. SA
Benscoter is familiar with the use of offshore deb1t cards by individuals who
attempf to hide i income frem the IRS. Having an offshore debit card enables the
}eccount-holder to route pre—taxed income to an offshore account and then use the -
debit card to access (spenci)‘ the money. As a result, such an offshore debit cerd -
: acclount-holder will nof have unexplained income flowing through his/her |
" domestic bank accounts in thé"'e'i'/éﬁt that he/she would-ever be-audited by the
IRS. According to an e-iiiéil“ dbiféd”3723/05‘fﬁ)”m*‘13ixie”“of’"*"* —

forwardinfo @university-services.net and sent to Vedmurthy Sarvotham at

amved @hotmail.com, Dixie Randock instructed “Ved” that the credit card, debit

card, and checks must not be in she and Steve Randock’s name but must be in
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"‘Ved;c”"name and the-cards must‘be given to Dixie and Steve Randcck to use.
Dixie Randock also ihsﬁucfs “Ved” that she and Steve Ran_dockv“ma.ke the money
decisions and'should be the only ones to make purchases, transfers, payments,
etc., imless [Steve and DiXie Randock]. . . have authorized them to be mede” by

| Ved. Dixie‘Rahdock further explains that she and Steve Randock “[S]ometimes .
need to register'a domain or buy something for the schools and we do not want

- our name on it.” Stephen@advencedu.org was ccpied on the e-mail to “Ved.”
The Internet | |
159. As part of Your Affiant’s training and experience, Your Affiant has

| become familiar with the Internet, which is a network of competers that
individuals and entities can ﬁse to gain access to a wide variety of information; to
send infoﬁnetion to, and receive ir_lfcrmation from, other iﬁdividuals; to conduct

" commercial tfansactions; and to COmmunicate via electronic mail ("e-mail"). .An
individual who Wants to use Internet e-mail ;mus't--ﬁrst obtain-an-account with a
ccmputer that isv linked to the Internet - for example,--throughvamuni-versity,. an

| employer, ora corﬁmercial service - which is called an "Intemet”Service
Provider" or "ISP." ‘Many ISPs assign each subscriber an account naﬁie, known

as an "e-mail address," an e-mail mailbox, and a personal password selected by
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the snbsc‘riber. By u.sing""a computer equipped--with a telephone or c_ahle'modem?
‘the subscriher can establish communication with an»ISP over a telephone line or
through a cable system, and can 'acces-s the -Internet by using his or her account |
name and personal passvv'ord Once the individtlal has accessed the Internet, he or -
she‘ can use Internet mail serv1ces 1nclud1ng sendmg and receiving e—mall In
addition, the 1nd1v1dual can visit web s1tes which are locatlons on the Internet
that offer information, serVices, or goods. |
Searchmg and Selzmg Computers
160. Based upon Your Afﬁant s training and experlence consultatlons w1th
‘experts in computer : searches and Your Affiant’s communications w1th other law
enforcement agents vvho have been involved in the search of computers and
retrieval of data from comr)uter systems, Your Affiant knows that searchmg and
‘'seizing information from computers often requires agents to seize all electromc
storage devices (along with related peripherals, software-,-documentatlon, data
security. devices and passwords) so that qualified computer expert in a laboratory
or other controllcd environment can more accurately analyze such evidence. This
1q‘ true because of the followmg | |

Volume of evidence: Computer storage devices (such as hard dlSkS
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| d1skettes ‘tapes, laser disks, CD- ROMs DVD:s, and Bemoulh drlves)

can store the equlvalent of hundreds of thousands of pages of
- information. Additionally, a suspect may try to conceal criminal
- evidence by storing it in random order with deceptive file netmes or

deceptive file extensions. Thls may requ1re searching authorltles to

| examlne all the stored data to determme Wthh particular ﬁles are
evidence or instrumentalities of a crime. This sortlng process can
_take weeks to months, depending on the volume of data stored. ‘It _
would also be impractical to attempt this type of data search on site.
}Te.chnical requirements: Searching computer systems' for criminal

evidence is a highly technical vprooess, requiring expert skill and a

properly controlled environment. The vast array of computer
hardware and software available requires even computer experts to

‘'specialize in some systems and applications, so it is difficult-to know

before a search which expert is qualified to-analyze the-system and
its data. In any event, data search protoeols are eXacting‘ scientific
procedures desi gned to protoct the 1ntegr1ty of the evidence and to

recover even h1dden, erased, compressed password- protected or
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t

" errcrypted files. Since computer evidence is e)rtremely’vulnerable to
irladverteht or intentional modiﬁcation or destructio'rr (both from
external sources or from destructive codes embedded in the system,
sUch as a "booby trap"), a eontrolled environment is 'essential to its
| complete and accurate analysis. |
Search technlques The ana1y51s of electronically stored data may

~entail any or all of several different techmques Such technlques
may include, blrt areﬁnot limited to, surveying various file
"directories" andthe individual files they contain (Which is
analogous to 'looking at the outside of a file cabinet for the pertinent
.ﬁles in order to" toe'ate the evidence and instrumentalities authorized
for seizure by thesvarrant); "'opening"‘ or reading the first few = —
"pages" of such‘f'"lles in order to determine their precise eo‘ntents; '

"scanning" storage areas to d1scover and‘posslblyrecoverrecently
deleted data; scanmng storage areas for dehberately hi’dden‘files;'or

, .performmg electronic "keyword" searches throu gh all electromc
storage areas to determine whether occurrences of language

contained in such storagc arcas exist that are intimately related to the
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sdbj'ect matter of the investigation. e
,Peripheral' devfces: The peripheral devices, which aﬂbw users to

~ enter or retrieve data from the storage devices, vary widely in their
cdmpatrblllty with other hardware and software. Many system

- | storage devices require partlcular input/output (or "/O") devrces in

order to read the data on the system. It is important that the analyst
be _ahle to properly re-configure the systern as:it noW Voperates in
_qrder to accurately retrieve the evidence contained therein. In '
addition, the analyst needs the relevant system software (operating
‘system, interfaces, and hardware drivers) and any applications

| software, which may have been used to create the data (whether
stored on hard drives or on external media), as Well as all related

| | instruction manu‘als or other documentation and data security

: ‘device‘s. If the ahalyst determines'that“che I/O 'devices,l software,
decumentation, and data securityl devices are not necessary to -
‘retrieve and.preserve data after ivnspecti.on, the government wili ~
retum thern within a reasonable amount of time. |

Magnetic storage devices and CPU: In order to fully retrieve data '
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from a computer system, the analyst-also need-s al»l;magnetic_ storage
devices as well as the central processing unit (CPU). Further, the

- »analyst needs all the systenl software }(‘operating system or interfaces,
and hardware drivers) and any anplications software that may have |
been used to create the data (whether stored on hard drives or cn

external media) fcr proper data retrieval.
161. Based upon Your ,/',leiant's knowledge, training, and experience; as well as
| the knowledge, trammg, and experience of SA Paul Kemppainen; that 1nd1v1dua1s
who are engaging in fraudulent activities over the 1nternet utilize computer |
systems to receive, send 'and store e-mail messages, communicate with
| assoc1ates store brlhng, expense and asset information, and store 1nformat10n

about degree purchasers and other related business information, it is my belief

that any number of documents sought in this aff1dav1t may be found stored

' electronically.

In this 1nvest1gat1on, the warrant apphcat1on requests permission to search and
seize files, 1nclud1ng those that may be stored on a computer. Tlns affidavit also
requests permission to seize the computer hardware that may contam any such

files if it becomes necessary for reasons of practicality to remove the hardware
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| and ¢§qduct a-search off-site.
' 162. Your ‘Afﬁant khbws that computer hardware, softwa.fe, and electronic files
may be 'impo;tant to a criminal investigation in twé distinct ways: (1) the objects :
_’ themselVés niéy be éontraband, evidence, instrﬁmentalities, or ifruits of cﬁme,
: ~. ahd/or (2) the ébjects may be used as storage devices that contaiﬁ contraband,
B ,' evi_dence, instrumentalities, or fruits of crir_ﬁe in the form of éleptroﬂic data. Rule
41 -of the Federal Rﬁles of Criminal Proc_i_edu’re pennits the gqvemment to search
for and seize computer hardware, softwére, and electronic files thaf are evidence
of crime, contraband, instrumentalities of crime, and/or fruits of crime. Your
- Affiant believes that, in this case, the computer hardware is a cohtainer for
évidehce and also itself an ins_trumeritality of the crimes under investi‘gation.
| items To_ Be Seized | |
o 163. Your Affiant respectfully requests authority to seize the following items
whic;h constituté evidence of violations of.1'8'"G:S.C:~§ 371r(C'-onvspiracy); 18
U.S.‘C. §‘1341 (Mail Fraud); 18 U.S-.C.‘§ 1343-(Wire Fraud); and 18 U.S».C. §8
- 1956 and 1957 (quey Laundering); IS‘U.S.C. § 78dd-2 (Prohibited' Forcign
| Tfade Practices)_:' | ”
| Documents, records, anci physiéal evidence for the period August »1.'4, 1999,
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to ,the present, created by, sent to, or related to Dixie.'.Ellen,Randock, -
Steven Karl Randock (also known as Steven Randoek, Sr., Steven Randock, and
Steve Randock), Heidi Kae Lorhan, Amy Leann Hensley (also known as A.
o Henslej),Richard John Novak (also known as Rick Novak), Blake Alan Carlson
- (also known as B. Carlsdn) Roberta Lynn'Markishtum Kenneth.Pearson |
| -Rlchard Hoyer, Sheila Danzrg, Adbulah K. Dunbar Fathima Rlswana
- Abul Kalaam Azad J ohn Dovelos G.D. Jalil (also known as Gulllermo B.J ahl), _
Stephen Frendock Ahmed Rashed Ahmed, Abul Kalaam Azad Dr. Gollm
Mohammed Syed J ames Hunter, Jallah Faciarn, Thomas Carper, Jennifer
Greene J ohn McLaughhn Randy Bush, Luise Correla (also known as Icorrela)
'Prince Porte, L. Randock R. Marklshtum Isaac Roland, J ayne W. Johnson,
~ Annie R. Maddox, Patrlck 0} Brlen William Johnson, Vedmurthy Sarvotham
Monrovia Embassy, Liberian Embassy, Official Transcript Verification Center,
‘AEIT Peer Degree Program, Saint Regise, Children's Future Revocable Trust '
(also known as Children s-Future Trust) A+Institute-(also- known as. A+ Institute N
and Printing), Northwest Busmess Stamp, Samt Regis Un1versrty (also referred to
| as St Regis University and SRU), Robertstown Un1vers1ty, James Monroe

| University (also referred to as “JMU ”) James Monroe Un1vers1ty High School,
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Trinity Christian School, AEIT (Advanééd Educatidn Institute Trust),
Nation Stafé Uﬁiversilt_y, Hartland University, New Manhattan University,
St. Lourdes University, Blackstohe University, North United University,
| Capital Afnefican University, InTech Univeréity, Port Rhode Uni\}ersity,}
Hamptoﬁ Bay ﬂniversity, Van I,ve,s-University,' Americané University,
* All Saints American University, Stanléy State University, Saint Reﬁoir
B Uﬁiversity, American Capital University? United Auto Workcré,
Atr'ium‘Incorporations,'Collineé De Fontaine, LLC, Ministry of Education,
‘Th‘e UPS Store, Mailboxes, Etc., PakMail, Saint Regis Educational Services.,
'AACRAO (also known as American Association of Collegiate Registrars and
Adnﬁssidns Officers), NAFSA, Office Archive Registry, 4Gusta, Inc.,
UAE Erhbassy, Seﬁorga; Italy,‘ Advanced U, Kaching Kacﬁiﬁg, Inc. (also known
as Kaching Kaching), When Pigs.Fly, Inc. (also known as When Pigs Fly), |
' Amgriéan Coastline Universify, Nétional Board of Educationv (NBOE), |
'Career Consultants International (CCI), Academic Credential Assessmeﬁt
Corporation (ACAC), International Conﬁnission for Higher Education (ICFHE),
Arhéritcch University, Fort Young Unifzersity, Panamerica Univefsity,' o

 Educational Seﬁices, INSYNC', LLC, AdvancedU, OTVC, Academic Credential
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{

Asseeement Corporation, St. Regise University (AEIT Pe.er.Degr_ee ?rbgrarh)
| Gfaduate School, Canyen College, US Documehts, Inc., St. Regis Aecounting,
DHL Delivery C_ompémy (alSo known as DHL), ThankyouPaymenfg, Digit'al '
‘Archive, Degree Authentieation Attesi:atien University Services, inc., i
: ‘Randolph Addison Davis Techmcal Unlversny, Degree Authentlcatlon |
Attestatlon, Un1vers1ty Serv1ces Inc., World Chapel M1n1str1es
- forwardinfo @un1vers1ty‘—s‘erv1ces net, Www. L1ber1anembassy com,
amved@hotmail.com, evww;usdegree.com, www.ealnﬁeglsedu.org,_
WWw.e—grads}.Com, WWW;J%amesmonroeuniversity.ac/jmu_admissions.html,
rowleygolf @yahoo.cofn; ferwa.rdl @university—serviceé.net, www.university? '
‘services.net/j ames_sre[high_scho‘olltest.htm_l,- WWW.] amesmonfoeuniversity.ac,
| forward1"@‘unive‘rSityés'er.\t/‘ic'e’s‘ Jet, A"g’d‘r‘ith’eb"e”ﬁ'ch@hotm‘aﬂ?eom;'" —
www.uvnivers}ity-services’,net/jamesrﬂonroe/rév/woﬂdpay _ja.html,
.’_“fh‘zi‘s‘yedhbliaiﬂ'@juno.ebm; Www.‘university-services.net/jamesmonrOe/fp _ja.html,
‘mymail’.ﬁl‘arketfe”ﬁds.het/ S;r’cf‘CO‘mp‘O'se.php"?send:to:jaIries%4GuniV'ersity-
services.net, www.jamesmohroeuniversity.ec, james @unive;sity;serVices.net,
‘'www.robertstownuniversity.ac, www.seintreg.isedu.org,‘

payments.@ saintregisedu.org, admissions @university-services.net,
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| FR.J emes @advancedu.org, info@saintrcﬁgisedu;ergfﬁfo @advaneedd.erg,
' info@ablusﬁow.Com, stephen@advancedu.org, info @robeftstownunivefsity.ac,
" payments@saintregisedu.org; info@advancedu.org, mfo@saintregisedu.org, |
_info @apldsnew.com, info @robertstov’vnuniversity.ac,
payments@salﬁtreglsedu ofg, adrmss1ons @university-services. net,
" Stephen@advancedu.org, frjames@advancedu org, Www. advancedu org,
A .www.university-_services.net, abcdegree.com, jamesmonroeumversuy.ac,
ihfo _@udiversity-sewices.net, www.nationalboardedu.com, |
admin @.v_vebmarche.com,' degrees @university-'services.net,
,‘p‘anamarick@highstream.net_, adniissions @university-services.net,
esdegfees.com, greginthedesert@hetinail.cbm,‘ www.transcriptrecords.com,
WWW. distancedegree.edu.pk Stephen@adveﬁéédu.ﬁfgjiﬁﬂé)“46648829,‘ | |
- (866) 312 2348, (208) 318- 0568 (208) 177- 9704, (208) 777- 9707
' (610) 404 0406 (307) 235- 2580 (509)‘4‘68 -2728;1 (202) 31%—0568
(202) 543-0850, (602) 524-8785, (623) 583-7722, (509)466-8829,
(509) 710-0215, 216.171.217.28, 216.171.217.187,'216.171.216.203,
| 65 101 109.164, 63.227. 100 226, H1B Visa to wit: |

a. Papers records, documents files, notes memos, or materlals in handmade .
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or .meehnnical' form (such-as 'pri-nted, written, handwfitten; or typed); “diplomas”;
ISChool “transcripts”; |

b.  E-mail correspendence in electronic and written form;

C. 'Cemputer or data processing hafdwnie, software or data including, but not
' limited to: hard drives and disks, floppy disks, diskettes, compact disks, CD-
ROMs, DVDs, optical dlSCS Zip cartridges, magnetlc tapes, 1ntegral RAM or

- ROM units, electronie netebooks, smart cards, and any other permanent or
transient storage device(:sj or medium; |

d.  Computer pas-swd;ds and other data secnrity devices designed to restrict
access to or hide computef software, documentation, or data, including any |
‘hardware, software, ,pngrnmnﬁng code, or pasSwords designed to restrict access
to or hidecomputer seft\;nnre, documentation, erdata; | |

€. | Stored i 1mages or partial 1mages of school “degrees seals stamps,

 signatures, 1dent1flcat10n documents, or scanned -images-or partlal images of the

same;
f. ~ ‘Embossing devices, rubber ink stamps, ink pads; |

g. Foil or other manufactured seals including those seals of “Schodls_”,

educational institutions, “accreditation” inStitutions, and embassies; equipment
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- 133 0f 137 A

Spokane_final.wpd -




and supplies capable of manufacturing Sehool “degree—s”-, school ;‘trahscripts”, '
“Diploﬁla Auestationé”, of other dbéuments related fo “degrees”;' |
h. - Ink pens br other writihg utensil capable of signing documents related to
| dégrées; 'lamihating’equipment and supplies capable manufacturiﬂg “Alumni ID
: éards’f; | | |
i, Records or materials relatihg to ’mailing or shipping of .schoo.l “de;grees”
A and related academic documents to “degree buy-ers”;’ |
J Persona'l and business telephdne and address books, both written And .
electronic;
k. Any financial and business records, including: receipts and invoices for
_ inconie and expenditures, financial vs'tatements,' business income and expense
records, bank account records, manually or computeriz_ed’listingsnf payment
B schédules, ledgers and journals reflecting receipt or distributiqn of funds,_ |
| COrrgspOndence or.notes reﬂeCting income orexpenses, loan applications,
contracts, pledges of collateral, stbck certificateS';recordsTeg-ard_ing payfnents of
- loans, records of ‘b_usiness and travei expenses», credit cards and credit card

records, telephone toll and usage records;'

1. Records relative to expenditures for the acquisition, ownership, transfer, |
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t

mainten?nce, deposit, withdrawal-or disposition of any assets, including: payment
reéeipts, bills of sale, pfomissOry notes, mortgagés, deeds, vehicie Hcénses, titles | _
or fegistrations, _insurénce i)(jlicies, and related files, notes, memqran_da, and
. cprrespondenc¢; | |
- m. Tax information 'including tax returns;

n. Safety depos1t box keys;
0.  Currency, money ¢ lorders cashier’s checks, precious metals,
p. Passports and othér identlﬁcatlon documents;
q. = Airline tickets and i»tivneraries;
I. Business diaries and ‘_day planners;
's.  Shipping recopdg;",\
t. Cusfomers and  dég1:ee purchaser lists;

u. Debit cards, credit\“cards, and checks in the names of DiXic and Steven

- RandOCk and*m__. SO } .‘; SR - [P . .N___:___

V. | Debit cards credlt cards, and checks in the names of nominees, mcludmg
Vedmurthy Sarvotham.
Conclusion-

171. SA Ross, acting in an undercover capacity, was able to pufchas_e several
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‘ fdegreee”"from the'D‘ix.ie and Steve ‘Randock-'controlled web sites without ever |
- aﬁendiﬁg arry elasses or lectures, pUrohasing any books, physically meeting with
" any faculty, or doing any horrrework assignments. Based on all the above, ‘there is
probable oause to believe that Dixie Randock, Steven K. Randock; Amy Hensley,
‘_ Rob’ertalMarkis‘htum, Blake Carlson, Richard Novak, Ken Pearson, and others
”"engaged in violations of 18 U.S. C §8 1341 (Mail Fraud), 1343 (W1re Fraud), 371 )
' Y(Consplracy), 1956 (Money Laundermg) and 1957 (Money Laundermg) and

15 USC 78dd-2 (Prohibited Foreign Trade Practices). o

172. It has been Your Affiant’s experience, based on previousv investigations,
‘that evidence of violations of 18 U.S.C. §§ 1341 and 1343 are often located in
wrltten and electronic record form. |
“In light of the significant payments to Abdullah Dunbar, Steve and Dixie
: Randock’s internet representatlons of accredltatlon froma forelgn government
and the statements of Rlchard Novak durlng the 7/7/05 U/C"meetmg with Secret
Service agents, and Steve-and Dixie Randock’s use of e-mail, evidence of |
vviolations of 15 U.S.C. § 78dd-2 are in elecrronic and written form. It is also the
expenence of SA Benscoter IRS, that ev1dence of v1olatlons of 18 U.S. C §§

1956 and 1957 are also often located in written and electronic record form ThlS
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| aff1dav1t is bemg submitted in 1 support of an apphcatlon fora Search Warrant for

not only the items but for the content of the items seized even 1f in electromc

eV

John 1nckEWI Spec1a1 Agent
- Uni States Secret Serv1ce

- form.

\UVJ‘;“:"

SUBSCRIBED AND SWORN to before me this /7 day of August,

Cynthia Imbro gne ‘
United States Magistrate Judge

2005.
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